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Abstract

Education globally is undergoing a period of transformation assmany. innevative ideas are
emerging to improve teaching and learning processes. Science, Technology, Engineering and
Mathematics (STEM) education is one of the educational inneyvations which aims at preparing
individuals for the world of work. Artificial intelligence is the usage.ofanachines or computers to
perform the task that only human beings can perform. The research design for this study is non-
experimental research design of descriptive survey type. Three research questions were raised for
the study. The population comprises all secondary school students and teachers in Ibadan North
local Government Area of Oyo State. Five,schools were randomly sampled and simple random
sampling was used to select 100 students and 50 teachers. Two instruments were adapted, one for
teachers and the other for students. Face and contentsvalidity were established by experts in the
relevant field, a reliability coctficient of 0.87,was obtained using Cronbach’s Alpha. Data were
analysed using descriptive statistics, specifically:frequency counts, and percentages on a five-point
Likert scale. This study found out that the usage of Al among teachers and students has been on
the increase in STEM,.education and thatinsecurity is posing a lot of threat to teaching and learning
in STEM education. Thestudysrecommends policy-driven frameworks that harmonise Al adoption
with security-conscious educational’planning to ensure inclusive, future-ready STEM outcomes.
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Introduction

The global landscape of education is undergoing a profound transformation driven by the rapid
proliferation of Artificial Intelligence (Al) technologies. Within the domain of Science,
Technology, Engineering, and Mathematics (STEM) education, these changes present both
extraordinary opportunities and significant challenges. Concurrently, escalating insecurity,
ranging from armed conflicts and terrorism to cyber security threats and social unrest, continues

to threaten the stability and functionality of educational systems, particularly in developing
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countries (UNESCO, 2022). The intersection of these two powerful forces, Al and insecurity,

creates a complex environment that demands urgent scholarly attention.

STEM education is globally recognised as a critical driver of innovation, economic growth, and
national development (National Science Foundation [NSF], 2023). Functional STEM education
refers not merely to the acquisition of content knowledge but to the application of scientific,
technological, and mathematical reasoning in real-world problem-solving contexts (Tytler, 2020).
However, the degree to which this functionality is being achieved in an/era characterised by Al
disruption and insecurity remains poorly understood, especially in African contexts:

Al tools such as intelligent tutoring systems, adaptive learning platforms, and ‘automated
assessment engines are progressively being integrated intesSTEM instruction (Rell & Wylie,
2016). These tools have shown promise in personalising learning;. improving engagement, and
expanding access to quality education (Baker & Smithy2019). Yet, structural inequities in digital
infrastructure, combined with pervasive insecurity:in manyiregions, limit the equitable realisation
of these benefits (Adeyemi & Uko, 2021).

Functional education, as conceptualised by Dewey (1916) andflater expanded by Freire (1970),
refers to education that equips learners withhcompetencies relevant to their social, economic, and
professional realities. Applied to'STEM, functional edueation implies that learners should be able
to translate disciplinary knowledge into practical application, designing experiments, interpreting
data, coding algorithms, and engineering solutions to societal problems (Honey, Pearson, &
Schweingruber,#2014). Contemporaryy discourse positions functional STEM education as
foundational to the Fourth Industrial.Revolution (4IR), which is characterised by the convergence
of physical; digital, and biolagical systems (Schwab, 2016). In this context, STEM competencies
are inseparable, fromadigital/literacy, computational thinking, and the ability to work with Al-
enabled'systems (Moogt & Roblin, 2012).

Artificial Intelligence refers to the simulation of human cognitive processes, such as learning,
reasoning, and problem-solving by computer systems (Russell & Norvig, 2021). In education, Al
manifests through technologies such as machine learning algorithms, natural language processing,
computer vision, and adaptive learning platforms. These technologies are progressively being
deployed to customise STEM learning experiences, predict student performance, automate

feedback, and scaffold complex problem-solving (Luckin et al., 2016).
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Holmes et al. (2019) argue that Al in education holds the potential to democratise access to quality

STEM instruction by enabling real-time personalisation at scale. Intelligent tutoring systems (ITS),
for instance, have demonstrated effectiveness in teaching algebra, physics, and programming by
dynamically adjusting content difficulty based on learner performance (VanLehn, 2011).
Similarly, Al-driven platforms like Khan Academy and Coursera employ learning analytics to
identify knowledge gaps and recommend targeted interventions.

Despite these advantages, critics highlight concerns relating to algoritamic bias, data privacy,
teacher displacement, and the digital divide (Selwyn, 2019). In under-resourced€nvironments, the
promise of Al remains largely theoretical due to inadequate infrastrueture, unreliable internet
connectivity, and lack of trained personnel (Adeyemi &4ko, 2021). \Insecuritymin education
encompasses a broad spectrum of threats including armed conflict, terrorism, kidnapping,
communal violence, and cyber security risks (Save the Children, 2023). These threats directly
disrupt schooling by causing school closures, “displacing learners and teachers, destroying
infrastructure, and engendering psychologieal trauma that impairs learning (Inter-Agency Network
for Education in Emergencies [INEE]; 2021). For instance, the Boko Haram insurgency in the
Northeast of Nigeria has caused hundreds of thousands of children to be displaced and thousands
of schools to close, significantly.impeding STEM education in the impacted areas (Orlu, 2022).
Beyond physical violence, e-learning and »Al-integrated STEM delivery are increasingly
threatened by digital insecurity, whieh includes hacking, phishing, and cyberattacks on educational
platforms (Kaspersky;2023).

Globally, the United Nations Edueational, Scientific and Cultural Organisation (UNESCO, 2022)
reports that attacks on education increased by 17% between 2020 and 2022, disproportionately
affeCting STEM infrastructure such as laboratories, computing centres, and libraries. These
disruptions undermine the functionality of STEM education and widen existing inequity gaps.
This study is;anchored on the Technology Acceptance Model (TAM) proposed by Davis (1989)
and the Ecologicab Systems Theory of Bronfenbrenner (1979). TAM posits that users' behavioural
intention to adopt technology is determined by perceived usefulness and perceived ease of use.
Applied to STEM education, it explains how educators and students decide to adopt Al tools based
on their perceived instructional value and usability.

Bronfenbrenner's ecological model provides a complementary lens by situating STEM learners

within nested environmental systems microsystem (classroom), mesosystem (school-community
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interface), exosystem (policy environment), and macrosystem (broader societal conditions

including insecurity). Together, these theories frame Al integration and insecurity as ecological
factors that shape the pattern and functionality of STEM education. Empirical evidence on Al in
STEM education has grown substantially over the past decade. Ma et al. (2014), in a meta-analysis
of 107 studies, found that intelligent tutoring systems produced significantly higher learning
outcomes than conventional instruction across mathematics and science subjects, with an effect
size of 0.76. Similarly, Steenbergen-Hu and Cooper (2014) analysed 26 /@xperimental studies on
ITS for STEM and reported a weighted mean effect size of 0.09 relative'to human,tutoring and
0.35 relative to classroom instruction, suggesting moderate benefits.

In Nigeria, Adeyemi and Uko (2021) conducted a survey 0f200 secondary school'STEM teachers
in Lagos and found that 68% had used at least one Al-based tool inyinstruction, though only 31%
received formal training. Their findings corroboraté the present study's concern about the gap
between Al availability and pedagogical readiness. Similarly, Qgunyemi and Adedoyin (2022)
reported that adaptive learning platforms, significantly improved secondary school students'
performance in mathematics in Ogun State, with a mean difference of 12.4 marks between
treatment and control groups.

Internationally, Zawacki-Richter et al. (2019);, in asdSystematic review of 146 Al-in-higher-
education publications, identified personalisatien, assessment, and predictive analytics as the three
most common Al applications indSTEM tertiary education. However, they noted a conspicuous
scarcity of studies'from sub-Saharan Africa, pointing to a research gap that this study begins to
address. Several empirical studiesshave documented the devastating effects of insecurity on STEM
education.Glad'et al. (2021), analysing education data from 30 conflict-affected countries, found
that®STEM laboratory, utilisation declined by an average of 43% in regions experiencing high
insecurity; due todestruction, looting, and teacher flight. This finding aligns with the conceptual
observation by, INEE (2021) that STEM education is disproportionately disrupted in conflict zones
given the high capital cost of rebuilding laboratory and technology infrastructure.

In Nigeria, Orlu (2022) surveyed 180 teachers in insecurity-prone zones in Borno and Adamawa
States and found that 74% reported reduced student enrolment in STEM subjects due to security
concerns, while 61% reported that STEM laboratory activities were frequently suspended. This
study's empirical data closely mirrors these findings, with 81.3% of respondents agreeing that

insecurity reduces STEM school attendance. Eze and Nweze (2023) examined the impact of
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banditry and kidnapping on science education in North-West Nigeria and found that fear for

personal safety was the most cited reason for students' abandonment of practical STEM activities
(reported by 78.6% of respondents). Their qualitative data further revealed that parents
increasingly withdrew wards from schools in insecure zones, citing STEM schools and universities
as high-value kidnapping targets.

The empirical literature consistently reveals that policy frameworks in developing nations lag
behind the pace of Al-driven transformation in STEM education. Olawale and Fashiku (2023),
reviewing national curriculum documents from five West African nations; found that only Ghana
had substantively integrated Al literacy into its secondary STEM curriculum as of 2022, while
others retained curricula designed for pre-digital instructienal environments. Adebowale and
Ogunyemi (2022) assessed the Al readiness of 95 STEM teacher-educators in Nigerian universities
and found a mean readiness score of 2.71 on a five=point scale, falling below the 3.0 threshold of
adequacy. They attributed this deficit to insufficient professionaldevelopment opportunities, poor
digital infrastructure, and the absenceof Al-specific \pedagogical frameworks in teacher
preparation programmes.

At the international level, UNESCOx(2021),published its Recommendation on the Ethics of Al,
calling on member states to embed Al literacy inational education curricula and invest in teacher
training. Despite this, implementation remains uneven, with low-income countries, particularly
those also dealing with insecuritydfacing the greatest challenges in curriculum adaptation (World
Bank, 2023). The'purpose of.this study; therefore, is to investigate the pattern of functional STEM
education in the context obAl integration and insecurity, using descriptive statistics derived from
a sampleof 150 respondents drawn from senior secondary schools, having 50 teachers and 100
students in Ibadan North local government area of Oyo State.

Methodalogy

The population,.comprises all senior secondary school students and STEM teachers in Ibadan North
local Government»Area of Oyo State. Five schools were randomly sampled and simple random
sampling was used to select 100 students and 50 teachers. The instrument for data collection was
a researcher-designed, five-point Likert-type questionnaire titled 'Functional STEM Education in
the Age of Al and Insecurity Scale' (FSTEAIS), with response options ranging from Strongly
Agree (5) to Strongly Disagree (1). Two instruments were adapted, one for teachers and the other

for students. Face and content validity were established by experts in the relevant field, a reliability
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coefficient of 0.87 was obtained using Cronbach’s Alpha. Data were analysed using descriptive
statistics, specifically frequency counts, and percentages on a five-point Likert scale. This study
adopted a descriptive survey research design, which is appropriate for investigating the
characteristics, opinions, and perceptions of a defined population without manipulating variables.
Results and Discussion

Table 1A: Demographic Profile of Students (N = 100)

Variable Category Freq. () % (%)
Gender Male 47 47
Female 53 53
Age Below 14 years 24 24
14-16 years 56 56
Above 16 years 20 20
Total 100 100.0

Table 1A shows thatithe ‘majority of respondents were female (53%) with significant male
representation'(47%). The'majority of the students were between the ages of 14 to 16 years having
the percentage of 56%

Table 1B: Demographie,Profile of Teachers (N = 50)

Table 1B shows that there are 50 teachers sampled. Female teachers are more than the male
teachers having,74%. Teachers with the years of experience ranging from 11 to 15 years are many

with 32% compared to others.
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i\S/r?\lhiablléﬁ2'2032 Category Frequency Percentage
Gender Male 13 26%

Female 37 74%
Teacher’s  0-5 years 8 16.0
Experience

6-10 years 14 28.0

11-15 years 16 32.0

Above 15 years 12 24.0
Total 50 100

Table 2A: Al Integration in STEM Education Students’ Respense (N = 100)

Item (Al Integration in STEM Education) Freq: %

1. 1 use Al tools to solve problems in STEM education 69 69.0
2. Al personalises learning for individual students 75 75.0
3. Al improves data analysis skills in s€ience 72 72.0
4. Al tools enhance mathematicsproblem=solving 83 83.0
5. Technology-based curricula improve STEM\outcomes 85 85.0

Table 2A shows the responses ofystudents to Al integration in STEM education. 69% of the
students agree to.the usage\of Al toolsito solve diverse problems in STEM. 75% of the students
submits that Al is capable of providing personalized learning for students. 72% of the students
agree thab/ Al improves data‘analysis skills in science, 83% of the students confirmed that Al tools
enhance mathematies problem-solving and 85% of the students agree that technology-based
curriculaiimprove' STEM outcomes. All these are showing that students are positively disposed to
Al integration and this is in consistent with the findings of Adeyemi and Uko (2021) who reported
a68% Al tool adoption rate among Lagos STEM teachers. The item on Al enhancing mathematics
problem-solving (83%) corroborates the meta-analytic findings of Ma et al. (2014) on the

effectiveness of Intelligent Tutoring System in mathematics.
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Table 2B: Al Integration in STEM Education Teachers’ Response (N = 50)

Item (Al Integration in STEM Education) Freq. %

1. 1 use Al tools to support STEM instruction 38 76.0
2. Al personalises learning for individual students 42 84.0
3. Al improves students’ ability to do assignments on STEM 37 74.0
4. Al tools enhance mathematics problem-solving 43 86.0
5. Technology-based curricula improve STEM outcomes 32 64.0

Table 2B presents respondents’ perceptions of Al integration imSTEM education. All five items
recorded percentages above average. The table also shows that 76% ofiteachers in senior secondary
schools use Al tools to support STEM instruction: 84% of the teachers'agreethat Al personalizes
learning for individual students while 74% agree that'Al improves students’ ability to do
assignments on STEM. 86% of the teaghers agree that Alftools.enhance mathematics problem-
solving and 64% agree that technology-based,curricula improve STEM outcomes. The 76%
recorded in the use of Al tools in'STEM instruction is consistent with the findings of Adeyemi and
Uko (2021) who reported a.68% Ahtooladeptionirate among Lagos STEM teachers. The item on
Al enhancing mathematics problem-solving (86%) corroborates the meta-analytic findings of Ma
et al. (2014) on the effectiveness'of Intelligent Tutoring System (ITS) in mathematics.

Table 3: Impagt of Insecurity'en STEM Education (N = 150)

Item (Impact of. Insecurity'on STEM Education) Freq. %

1. Insecurityrreduces STEM school attendance 122 81.3
2. Physical insecurity disrupts laboratory activities 115 76.7
3. Digital msecurity threatens STEM e-learning 109 72.7
4. Insecurity leads to loss of qualified STEM teachers 111 74.0
5. Insecurity limits access to STEM infrastructure 104 69.3

Table 3 reveals that all five insecurity-related items recorded percentages substantially above the
average. The most strongly endorsed item was that insecurity reduces STEM school attendance
(81.3%), corroborating the findings of Orlu (2022) who reported a 74% rate of reduced enrolment
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in STEM subjects in conflict-affected zones. Disruption of laboratory activities (76.7%) and digital

insecurity threatening e-learning (72.7%) further confirm that both physical and cyber security
threats are impeding functional STEM delivery, consistent with Kaspersky (2023) and UNESCO
(2022).

Table 4: Policy and Curriculum Readiness for Al-integrated STEM Education (N = 150)

Item (Policy & Curriculum Readiness for AI-STEM) Freq. %

1. Current STEM curriculum reflects Al-era demands 87 58.0
2. Teachers receive adequate Al pedagogical training 63 42.0
3. Policy frameworks address security in STEM delivery 54 36.0
4. Institutions fund Al-integrated STEM resources 49 32.7
5. Government prioritises STEM in insecure regions 44 29.3

Table 4 exposes a critical gap in institutional and policy readinesss/Almost all the five items
recorded percentages below average, falling below the acceptance threshold. The poorest-rated
item which is government prioritisation, of STEM in insecure regions (29.3%) reflects the
marginalisation of STEM investment in areas. most affected by insecurity. These findings align
with Adebowale and Ogunyemi (2022);»who found that Al readiness among Nigerian STEM
teacher-educators fell below the adequacy threshold, and with Olawale and Fashiku (2023), whose
curriculum review revealed the near-total absence of Al literacy in West African national STEM
frameworks.

Discussign

The study ‘submitsythat there is a complex picture of STEM education in the age of artificial
intelligence. Onthe one hand, there is mounting evidence that STEM professionals are embracing
Al; teachers, are increasingly utilising data analytics tools, adaptive platforms, and Al-driven
evaluation toolsyin their work. According to research by Holmes et al. (2019), Roll and Wylie
(2016), and Zawacki-Richter et al. (2019), there is a global trend toward Al-enhanced instruction.
The favourable reception of Al technologies indicates that teachers and students perceive genuine
educational benefits when access is available.

However, the biggest disruptive factor in the effective delivery of STEM education was found to
be insecurity. The results support the ecological model's claim that learning settings are

undermined by macro-level factors that permeate educational microsystems, such as social
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violence and cyberthreats. This is in line with the alarming figures published by the INEE (2021),

UNESCO (2022), and Glad et al. (2021). STEM education is not only disrupted but also
fundamentally weakened at the infrastructural, human resource, and psychological levels in areas

with high levels of insecurity.

The below-threshold findings for policy and curricular preparation, which confirms that
institutional answers to the dual problem of Al integration and insecurity remain insufficient. This
is especially disturbing because the quality of the policy ecology that supports STEM education
determines its capacity to propel national growth (NSF, 2023; Werld Bank,2023).Functional
STEM education will remain an ideal rather than a reality in the‘absence of cogent national plans
that concurrently address Al literacy in curricula, teacher professional development, and school
safety.

Conclusion

This study has shown that increasing Al adoption, substantial inseeurity-driven disruption, and
major policy gaps define the pattern of functional STEM educationyin the era of Al and insecurity.
Despite the fact that higher percentage of respondents endorsedand are using Al, inadequate policy
formulation and curriculum readiness together with the issue of insecurity are really hindering the
achievement of STEM objectives.

Recommendations

Based on these findings, the following,recemmendations are put forth: The Ministry of Education
should immediately incorporate Al literacy into secondary STEM curriculum, using international
frameworks like the UNESCO "Recommendation on Al Ethics (2021) as a guide. Focused
professionalhdevelopment pragrammes should be created to help STEM instructors improve Al
pedagogical competenciesywith a focus on populations that are disproportionately impacted by
insecurity. ln order to guarantee continuity of instruction in unsafe areas, the government and
stakeholders sheuld create secure-school zones with protected STEM infrastructure, including
cyber-secure digital learning environments. Lastly, funding for educational research should go
toward long-term studies that monitor how Al integration affects STEM outcomes in various

security scenarios.
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